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Section 889 Compliance

In response to increased U.S. government security risk, Section 889 of the 2019 National Defense Authorization Act

was recently implemented by the federal government. Section 889 prohibits government contractors, grant recipients,
and others from procuring or using certain “covered telecommunication equipment or services” that are produced by
Huawei, ZTE, Hytera, Hikvision, and Dahua and their subsidiaries as a “substantial or essential component of any
system, or as critical technology as part of any system.” Additionally, the federal government is now prohibited from
entering into or extending or renewing contracts with any entity that “uses any equipment, system, or service that uses
covered telecommunication equipment or services as a substantial or essential component of any system, or as critical

technology as part of any system.”

We encourage researchers to familiarize themselves with these new requirements and to work with Information
Technology and Procurement Services to review all purchases and maintain compliance. For a list of companies subject
to this equipment, restriction click here. More information on Section 889 can be found here, and a brochure outlining

the Act here. To stay compliant with Section 889, the Office of Research Services has added a question to the
Information Sheet on whether researchers will provide, use, or obtain any prohibited telecommunications equipment or

services.
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https://www.congress.gov/115/bills/hr5515/BILLS-115hr5515enr.pdf
https://ou.edu/content/dam/research-norman/docs/grants/ec_Current_List_of_Subsidiaries.pdf
https://urldefense.proofpoint.com/v2/url?u=https-3A__www.federalregister.gov_documents_2020_07_14_2020-2D15293_federal-2Dacquisition-2Dregulation-2Dprohibition-2Don-2Dcontracting-2Dwith-2Dentities-2Dusing-2Dcertain-23-3A-7E-3Atext-3D115-252D232-29-2520prohibits-2520executive-2520agencies-2Cas-2520part-2520of-2520any-2520system&d=DwMFaQ&c=qKdtBuuu6dQK9MsRUVJ2DPXW6oayO8fu4TfEHS8sGNk&r=13oVr42D0sl_6sWR2pctfg&m=Vp62cHOiQ9sghcXkRtc-0xRi7cZ3af4r7Bm52DIGx0M&s=ngzM8SMaB38xkFtJ8XAL_wCDbKvaqPjBCPn-0ovU_80&e=
https://ou.edu/content/dam/research-norman/docs/grants/Far889.pdf
https://ors.ou.edu/proposal/infosheet/infotype/CMSInfosheet.asp

