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Abstract

Ideological groups use the Internet to deliver their messages unhindered by the constraints of
traditional media. We examined how ideological groups promote their worldview through their
websites. Using the elaboration likelihood model (ELM), this research used trained coders to
examine the websites of non-ideological groups (n = 37), non-violent ideological groups (n =
36), and violent ideological groups (n = 32) for credibility, persuasion processing cues, and
interactivity factors. Results of this study found that the websites of violent ideological groups
use more fear appeals, were less interactive, and were the least credible of the three groups. All
three groups used more central cues than peripheral suggesting they focused on evidence for

their arguments rather than emotion.
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Given their broad audience and relative ease of dissemination, new media sources, such
as websites, blogs, and YouTube channels, are fertile ground for the proliferation of ideological
groups and their messages especially because they lack the regulation of traditional media (Heath
& O’Hair, 2008; Matusitz & O’Hair, 2008). Any person with access to the Internet can gather
material from a variety of sources, create a website to deliver their message to a target group, and
interact with other like-minded individuals in synchronous or asynchronous formats. Ideological
groups are those with strongly held values that form a mental model for how they interpret
events in the world (Mumford et al., 2008). Ideological groups representing a variety of
worldviews have a presence on the Internet, such as those supporting particular political beliefs,
religious beliefs, or social movements. These worldviews also differ with respect to direct or
indirect sanctioning of violence in support of ideological beliefs and goals. For example, the
American Society for the Prevention of Cruelty to Animals’ website provides clear evidence of
its philanthropic approach to peaceful animal advocacy, while the Animal Liberation Front’s
website documents why and how it commits acts of violence (e.g., laboratory liberations, threats
against animal researchers) in support of its ideology. Non-ideological groups typically share
general beliefs, knowledge, or norms, but do not share a persistent, underlying ideological
framework (Byrne et al., 2013).

Although ideological groups are increasingly turning to online forums, there is little
research on how ideologically motivated groups maintain and promote their worldviews through
their websites. Gathering data through interviews or through other methods is difficult due to
these groups’ limited accessibility (Glaser, Dixit, & Green, 2002). In the past, these groups had
to be sought out offline, resulting in limited data collection that can take months or even years

(Skitka & Sargis, 2006). Additionally, data on ideological groups typically focuses on hate
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groups or other violent ideological groups. This leaves a large gap in our understanding of non-
violent and pro-social types of ideological groups (see Byrne et al., 2013 for an exception).

Recently, some scholars have applied content analysis methods to examine ideological
groups with an online presence. For example, using thematic content analysis, McNamee,
Peterson, and Pefia (2010) identified four types of goals common across a variety of hate groups.
Angie et al. (2011) revealed a number of differences in the psychological processes used by
ideological groups that sanction violence compared to ideological groups that do not, while
Byrne et al. (2013) contrasted various website characteristics for violent and non-violent
ideological groups. However, much more research is needed to improve our understanding of the
advocacy used in these messages. We know little about the extent to which the online messages
of ideological groups are credible, persuasive, and interactive, when compared to those of non-
ideological groups. Nor do we know how website design features are influenced by the level of
violence advocated by ideological groups. The purpose of this research is to examine the
interactivity and the persuasive strategies used by ideological and non-ideological groups,
whether condoning violence or not, and the credibility of their website messages and the
websites’ structural features. To this end, we used the elaboration likelihood model (ELM; Petty
& Cacioppo, 1986) to explore the persuasive features used by the groups in their messages.
Elaboration Likelihood Model

Petty and Cacioppo (1986) argue that persuasion occurs through central and peripheral
routes. This dual-processing channel of persuasion refers to the degree of cognitive effort (or
message elaboration) employed by the receiver of a persuasive message to form attitudes on
various issues, objects, and people. The central route is used when individuals actively elaborate

on and process the message being presented. Alternatively, the peripheral route relies on simple
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cues in the persuasion context to make a quick decision about the advocated position, involving
little active elaboration of the message. Thus, attitude changes induced under the peripheral route
are less persistent (Petty, Cacioppo, & Schumann, 1983).

Some have criticized the ELM by saying it precludes multi-channel processing (e.g. Stiff,
1986), but Petty, Kasmer, Haugtvedt, and Cacioppo (1987) argue that these concerns are
unfounded. While the ELM proposes a trade-off between the central and peripheral routes, this
does not mean that individuals cannot be simultaneously influenced by processing messages
using both the central and peripheral routes. For example,

At high levels of elaboration, a person may still notice and have a positive reaction

toward the beautiful person selling the household appliance on television; however, this

peripheral cue should have less impact on the person’s attitude toward the appliance than

it would at lower levels of elaboration. (Booth-Butterfield & Welbourne, 2002, p. 163)
Furthermore, the ELM proposes that certain cues, such as source attractiveness, can take on
multiple roles and is capable of influencing attitudes through the central as well as peripheral
route (Booth-Butterfield & Welbourne, 2002).

Message designers, like those who build websites, can use certain features that capitalize
on the peripheral or central processing of their audience. The most commonly studied peripheral
cue has been the credibility of the source (e.g. Jones, Sinclair, & Courneya, 2003; Petty, et al.,
1983; Wu & Shaffer, 1987; Zhu, Xie, & Gan, 2011) but credibility can also function as a central
processing cue if it causes the audience to pay more attention to the message itself. A number of
other peripheral cues have also been identified in previous research as having an influence on
message consumers including the personal relevance of the argument (lgartua, Cheng, & Lopes,

2003; Petty, Cacioppo, & Goldman, 1981), cosmetic, non-substantive features of an
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advertisement (Schumann, Petty, & Clemons, 1990), the number of arguments presented (Petty
& Cacioppo, 1984), and the congruency of the message with the target’s self-concept (Chang,
2002). For example, in a study of Internet banner advertisements, Cho (2003) found that the
effects of peripheral cues associated with the cogency of the argument (size or animation of the
ad) were more pronounced for those with low involvement with the product being advertised. In
addition, Xu and Sunder (2012) found that interactivity, defined as the presence of a “cluster of
functional features” (p. 2) that allow the user to interact with the website, functioned as a
peripheral cue that afforded a rich sensory experience which promoted favorable attitudes
towards the website from the user. Interactivity, in turn, shaped positive website user attitudes
towards the product and the user’s intent to purchase that product. Other studies have found that
features such as the aesthetic qualities of a website as well as the site’s feedback opportunities,
the accuracy of the website’s information, the information’s relevance, the timeliness of the
information, and the ease of use of the website all can influence users peripherally (Maurer &
Cook, 2011; van Birgelen, Wetzels, & van Dolen, 2008).

Certain features of websites can influence users’ central and peripheral processing. For
example, Rains and Karmikel (2009) found that central processing of message characteristics
and structural features of the website both positively influenced perceptions of website
credibility meaning credibility can function both as a predictor variable that affects attention to
the source as well as an outcome variable that is affected by the features of the website. When
they introduced the variable “web-use orientation,” they found little difference between those
who were searching for specific information (high motivation users) and those who were surfing
(low motivation users) in whether central processing cues or peripheral cues influenced their

perceptions of the website’s credibility. Website features (such as the navigation menu, privacy



Persuasion in ideological websites 7

policy, links to external sites, and third-party endorsements) had just as much positive influence
on searchers as it did on surfers. The authors suggest this may be because the six message
characteristics (i.e. quotes, statistics, etc.) they used in the study served as peripheral cues for
surfers, causing them to have a positive assessment of the websites’ credibility. Thus, both the
peripheral and central cues can have an effect on even the casual viewers of a website even
though the ELM suggests that low motivated users will not be affected by central cues. In our
case, we follow a similar orientation toward credibility and treat it not as a peripheral cue but as
an outcome of the features of the website.

For the present study, one of the key peripheral cues of interest is that of the interactivity
provided by the website. Although there are different definitions of interactivity in the literature,
we follow Liu and Shrum’s (2002) definition: “The degree to which two or more communication
parties can act on each other, on the communication medium, and on the messages and the
degree to which such influences are synchronized” (p. 54). In addition, we specify the same three
dimensions of interactivity that they identified: active control, two-way communication, and
synchronicity. Two-way communication is reciprocal communication between groups and users
as well as users and other users. Active control is the degree to which voluntary action directly
influences the user’s experience. Synchronicity is defined as the degree to which the users’ input
into a site and the responses they receive are simultaneous-- indicating how quickly the website
processed and supplied information (Liu & Shrum, 2002). We made these decisions based on
research examining how website interactivity affects the satisfaction with the website, customer
loyalty with consumer websites, and the credibility of the information contained within the
website (Flavian, Guinaliu, & Gurrea, 2006; Fogg et al., 2002).

Violent and Non-violent Ideological Groups Online
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Previous work has suggested that the type of group itself, and not just the types of
messages they craft, will also affect website viewers. One key variable differentiating ideological
groups is whether or not violence is sanctioned or promoted as a means to achieve the group’s
goals. Violence may even be an integral part of the system of ideological beliefs (Moghaddam,
2005). In general, violent ideological groups are defined as groups of individuals united by a
specific set of values that either openly condone violence or have been linked to multiple acts of
violence (Angie, et al., 2011). These groups also tend to be identified by their alignment with an
extremist ideology that is used to justify the aggressive acts they pursue. This ideology then
promotes certain psychological processes of group members that are thought to be contributors
to a group’s susceptibility to violence (Angie, et al., 2011; Mumford, et al., 2008). These include
social categorization practices that emphasize ethnic outgrouping, dehumanization of outgroup
members, and fostering a sense of ideological and moral righteousness through group feelings of
superiority (Angie, et al., 2011; Glaser, et al., 2002; Hewstone, Rubin, & Willis, 2002;
Moghaddam, 2005; Mumford, et al., 2008; Post, Ruby, & Shaw, 2002; Stahelski, 2005).

Violent groups may have more malevolent reasons for being drawn to new media, and
research demonstrates that new media can also be used for cyberterrorism (Matusitz & O’Hair,
2008; Stanton, 2002), intimidation, and written attacks (Damphousse & Smith, 2002), as well as
for tactical purposes such as communicating methods and targets of attacks (Levin, 2002). For
example, Stanton (2002) describes a scenario where intelligent computer programs, or bots, are
used by terrorist groups to interact with users and spread propaganda online. The bots could
infiltrate legitimate special interest groups and use fear tactics to make the legitimate groups

appear to be more in line with extremist positions. The use of media by violent ideological
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groups begs the question of how new media are used differentially between violent and
nonviolent ideological groups.

A previous study of how ideological groups use websites to promote their ideals and
causes showed some interesting differences between violent and non-violent ideological groups
(Byrne et al., 2013). Non-violent ideological websites, compared to violent ones, had a wider
variety of information, including viewpoints that were non-committal or even opposed to the
ideals espoused by the group. Information on these sites was rated as more educational than that
on violent websites, suggesting higher credibility. Violent ideological websites had less variety
of information, incorporated media that was more emotionally evocative, and generated greater
volume of pro-group information than either the non-violent or non-ideological sites, all of
which suggest a greater reliance on peripheral cues.

In order to test the relationships between group type, website credibility, interactivity,
and peripheral or central processing of the users, we posit the following hypotheses:

H1: Websites that are viewed as more credible will also be viewed as higher in website
interactivity (e.g., two-way communication, synchronicity, and active control).

H2: Websites from violent ideological groups will generate (a) more cues that encourage
peripheral processing and (b) fewer cues that encourage central processing.

H3: Violent ideological groups will use fewer credibility tactics (e.g., site credibility and
structural credibility) in their websites than non-violent ideological groups or non-ideological
groups.

Fear Appeals in Online Messages
In studies of message persuasion, especially among violent groups, one common message

form is the fear appeal. Fear is a negatively-valenced emotion, accompanied by a high level of
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arousal (Witte & Allen, 2000). Fear is generally aroused when a situation is perceived as both
threatening, either physically or psychologically, and is uncontrollable (Nabi, 2002b). It is
especially likely that violent groups will use fear appeals, although the impact of fear appeals on
the credibility of websites is not well understood. In other research, the effects of fear on
cognitive processing of messages has suggested that, although moderator variables such as
familiarity with the topic and trait anxiety have an effect on the impact of fear on cognitive
processing, fear generally promotes peripheral processing and reduces an audience’s ability or
willingness to elaborate on the message through central processing (Hale, Lemieux, & Mongeau,
1995; Nabi, 2002a). In a study specifically testing the ELM using fear-inducing messages, Hale
et al. found that participants who received a low-fear message engaged in more central
processing while participants who received a high-fear message engaged in more peripheral
processing. Thus, it is likely that the violent groups, in addition to using more fear appeals than
the non-violent groups, may prefer tactics that encourage peripheral processing rather than
central processing because that would require less message elaboration and could spur more
action from their audience. To test these predictions, we offer the following hypotheses:

H4: The use of fear-inducing messages will be (a) positively related to cues that
encourage peripheral processing, (b) negatively related to cues that encourage central processing,
and (c) negatively related to the use of credibility (e.g., site credibility and structural credibility).

H5: Websites from violent ideological groups will generate more fear appeals than
websites from non-violent ideological and non-ideological groups.

Interactivity
In terms of website interactivity, Byrne et al. (2013) found that user control and

sophistication of website functionality were highest for the non-violent ideological sites
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compared to other types. Interestingly, all ideological websites incorporated or referenced more
new media (links to videos, online newspapers, twitter, etc.) and more traditional media (e.g.,
newsprint, TV) than non-ideological websites. We predict that groups espousing violent
ideologies will have the lowest interactivity ratings because they may desire less interactivity
than less controversial groups because inviting interactivity opens them up to increased
challenges and criticisms from the outside. They may desire more control over their message
rather than an interactive dialogue. Closed forums, membership requirements, and required
registrations all limit the interactivity of the website and are more likely to be used by groups
espousing a violent ideology than those who do not. Byrne et al. (2013) found that violent
ideological group sites were more difficult to access, featured more explicitly defined rules and
regulations, as well as less user control over online settings, content, and information than non-
violent groups. These findings lead us to the following hypothesis:

H6: Websites from violent ideological groups will be lower in website interactivity (e.g.,
two-way communication, synchronicity, and active control) than websites from non-violent
ideological groups or non-ideological groups.

Method
Website Selection

Categorization of group websites into ideological and non-ideological types required an
iterative process. We began with lists of groups that had been included in previous studies (e.qg.,
Angie, et al., 2011; Byrne, et al., 2013; McNamee, et al., 2010) and then categorized the groups
as violent, non-violent, or non-ideological. First, in order to be a “group” website, the group must
meet face-to-face and/or have local chapters, include an outreach feature for recruiting new

members, or facilitate user-to-user communication in some manner (e.g., message boards, blogs,
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private messages, email contacts, etc.). Sites without any of these features may promote views or
ideas without any real group existence. In order to ensure a broad appeal for our study, we also
selected only groups with a national or international scope rather than those that targeted a
specific community, state, or region.

Second, we differentiated between ideological and non-ideological groups. Ideological
groups articulate a collective mental model about group outcomes, goals, and group-relevant
events. Thus, based on previous work by others (Byrne, et al., 2013; McNamee, et al., 2010;
Mumford, 2006; Mumford, et al., 2008; Van Dijk, 2006), groups that (a) articulated a rigid
mental model based on negative events of the past, (b) tied interpretation of events singularly to
this mental model, (c) focused on a few, core transcendent goals largely centered on a return to a
past idealized state, and (d) rejected all beliefs that were not congruent with their mental model
were classified as ideological. All groups were rated by three coders using benchmark rating
scales. In order to distinguish between ideological and non-ideological groups in a standardized
manner, an overall mean for each group was computed using all of the inclusion criteria. Then
means were transformed into Z-scores. Groups with a Z-score greater than 1.00 were classified
as ideological, and groups with a Z-score less than -1.00 were classified as non-ideological.
Examination of Z-scores showed that 12 of the 119 groups rated did not cleanly fall into a single
category and therefore were removed from consideration. Additionally, face validity of group
types was also taken into account to ensure that ratings matched overall impressions of the
groups’ ideological/non-ideological standings. Two groups received ratings that were
incongruent with overall perceptions, showing ideological tendencies in some areas of the
website while remaining non-ideological in nature regarding other criteria and thus did not fit

distinctly within one category. These groups were also removed from consideration for coding.
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Third, following the methodology of Angie et al. (2011) we differentiated between
groups that were considered violent vs. non-violent. Websites were considered to be related to a
violent group if the website itself condoned or celebrated acts of violence, the website was
affiliated with a group known to condone violence, the website/group members have been linked
to two or more acts of violence, or the website has been classified as such by a reputable third
party (such as the Southern Poverty Law Center, PEW, Gallup, RAND, the Terrorism Research
Center, the Anti-Defamation League, the Terrorism Project, or the Memorial Institute for
Prevention of Terrorism). In total, 105 groups were retained for coding with 68 groups
categorized as ideological (violent = 32, nonviolent = 36) and 37 groups categorized as non-
ideological. The final list of selected websites is included in an online appendix.
Development of Content Coding Rating Scales

Coding scales were developed from previous literature for each of the main variables in
the study. Composite scales were created from these items to measure perceptions of the website
including site and structural credibility, central and peripheral processing, fear appeals, and
website interactivity. Each scale item was rated on a 5-point scale where 5 indicated a high
presence of a perceptual measure and 1 indicated a low level of that measure. For example, the
fairness of the site was defined as “the extent to which a group attempts to appear objective and
balanced” and was measured on a five-point scale ranging from 1 which was labeled
“information is one-sided. Discounts alternative perspective with no argumentative
justifications” to 5 which was labeled “offers references and links to alternative perspectives.
Information is balanced.”

In general, raters adhered to a “surfing” perspective when seeking out information on

constructs of interest (Rains & Karmikel, 2009). Many studies using content analysis to examine
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website features and content have focused on the homepage or in specific areas of a group’s
website (e.g., Gerstenfeld, Grant, & Chiang, 2003). However, given the demonstrated utility of
exploring beyond one area to find construct-relevant information (Byrne, et al., 2013), evidence
that ideal website design proceeds to at least a second level (Symonenko, 2006), and our need to
find specific information about groups, coders searched for construct-relevant information to the
second level of the group’s website. Additionally, in some cases construct-relevant information
(e.g., contact information) was beyond the second level. If it was apparent that this objective
information was available on the website, coders were instructed to seek it out.

Credibility. Credibility was examined with two scales: site credibility and website
structural credibility. Site credibility was defined as the extent to which the website attempts to
appear as if providing credible content (Flanagin & Metzger, 2000). Based on previous research
on credibility (McCroskey & Teven, 1999; McCroskey & Young, 1981) we coded for several
factors commonly associated with source credibility and combined them into a single composite
measures. This five-item scale (a = .91) contained the items: trustworthiness, fairness, expertise,
goodwill, and currency (recency). Structural credibility refers to the structural composition of
websites (Hong, 2006). This six-item scale (o = .76) contained items such as site organization,
website architecture, presence of privacy policy, overall cleanness and presence of contact
information.

Persuasion. The central and peripheral processing cues were coded on each website.
Peripheral processing is defined as the extent to which cognitive processing relies on shallow,
superficial cues rather than reasoned argument (Petty & Cacioppo, 1981). This nine-item scale (a
=.86) contained items such as amount of color on the website, use of images, use of celebrities,

use of bold headlines, use of attractive people, and site attractiveness. Central Processing was
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defined as the extent to which the website facilitates deep processing that requires cognitive
effort (Petty & Cacioppo, 1981). This four-item scale (o =. 73) contained items such as argument
length, number of arguments, and amount of counter-arguments.

Fear Appeals. Fear appeals were defined as the extent to which attitude formation is
shaped through the use of fear (Kline & Mattson, 2000; Witte, 1992). We coded for the amount
of fear-inducing graphics or images and the use of fear in textual content. The coders also rated
the overall use of fear appeals in the website on a holistic level. The overall fear ratings were
highly correlated with the use of text (r = .96) and the use of images (r =.77), so the overall fear
rating was excluded and only text and image ratings were included in the fear appeals composite
variable (a =. 76).

Website Interactivity. Website interactivity was examined with three scales: two-way
communication, active control, and synchronicity. Two-way communication (a =. 92) was
defined as the ability for reciprocal communication between groups and users as well as users
and other users (Liu & Shrum, 2002). This five-item scale consisted of items regarding feedback
gathering effectiveness and facilitation of two-way communication. Active control (a =. 88) was
defined as the degree to which voluntary action directly influences the user’s experience (Liu &
Shrum, 2002). This four-item scale contains items regarding the consistency between visitor
actions and visitor experience. Synchronicity (o =. 95) was defined as the degree to which the
users’ input into a site and the responses they received were simultaneous (Liu & Shrum, 2002).
This five-item scale contained items regarding how quickly the website processed and supplied
information.

Coder Training and Agreement
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Six graduate students in communication and psychology (two teams of three)completed
training in order to become familiar with coding procedures, variables of interest, and potential
rating errors that are likely to occur during the coding process. Upon completion of this training,
judges were presented with coding material selected for its breadth across the types of groups on
which to practice applying the benchmark ratings scales for each dimension. After completing
this task independently, the judges discussed their ratings of each dimension. When
discrepancies arose, clarification and feedback on the dimensions was provided and discussion
would continue until consensus was reached regarding application of the dimensions in those
cases. Several weeks of practice coding were necessary for all judges to reach adequate inter-
rater agreement.

During the coding process, each team of coders was randomly assigned to rate either the
predictors or the criteria for the coding assigned that week. The team assigned to rate predictors
never rated criteria for the same week. As such, in the duration of the study, teams gained
experience rating both criteria and predictors but coders never rated both for a given website.
This procedure was used to avoid common source bias. During the coding process, weekly
meetings were held to evaluate agreement between coders in each group and deficiencies were
addressed. When low agreement was obtained, coders were re-trained and the websites were re-
coded. Coding took approximately four months. The inter-coder agreement was calculated with
an r*wg which estimates the degree of interchangability of raters (Lindell & Brandt, 1999). In
short, this measure refers to the degree to which ratings made by coders are nearly identical
(Kozlowski & Hattrup, 1992). We used r*wg given the high level of interchangeability and lack
of variability in judgments made by the coders. Estimates of inter-rater reliability may not be

applicable in this instance because situations in which coders do not exhibit variability in ratings
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may result in artificially suppressed inter-rater reliability values (Stemler & Tsai, 2008; Tinsley
& Weiss, 1975). Inter-coder agreement was acceptable for all measures including site credibility
(r*wg = .68), structural credibility (r*wg = .80), peripheral processing cues (r*wg = .75), central
processing cues (r*wg = .68), fear (r*wg=.71), two-way communication (r*wg = .67), active
control (r*wg = .76), and synchronicity (r*wg=.70).
Results

H1 predicted that websites from groups that are viewed as more credible will also be
viewed as higher in website interactivity (e.g., two-way communication, synchronicity, and
active control), using more peripheral processing cues, and using fewer fear tactics. A series of
bivariate correlations, reported in Table 1, revealed that both the site and structural credibility
scales were positively related to the two-way communication and active control available but
that the credibility variables were not related to synchronicity. These results are consistent with
H1a. The correlations also demonstrate the link between both site and structural credibility and
central and peripheral processing. In addition, both peripheral processing and central processing
were also positively associated with credibility. As Table 1 demonstrates, central and peripheral
processing cues were not parallel but were positively correlated with one another as well as
credibility. Contrary to H4a and b, the correlations in Table 1 reveal that the use of fear appeals
was not correlated with either greater peripheral cues or fewer central cues present in the
website. The use of fear appeals was negatively correlated with both site and structural
credibility, consistent with H4c.

To reduce the number of tests being conducted, H2, H3, H5, and H6 were tested with a
single MANOVA for the group type (violent ideological, non-ideological, or non-violent

ideological) on the amount of central and peripheral processing cues as well as the number of
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fear appeals, the website interactivity variables, and the credibility ratings. The omnibus test was
significant Wilks’ A = .28, F (16, 176) = 9.71, p <.001, n? = .47. H2 predicted that websites
from violent ideological groups will use (a) more peripheral processing cues and (b) fewer
central processing cues than non-violent ideological groups or non-ideological groups. The
results revealed significant differences on central, F (2, 95) = 10.36, p <.001, n?= .18, and
peripheral cues, F (2, 95) = 5.33, p =.006, > = .10, that suggest that the violent, ideological
group used the fewest central processing cues as well as the fewest peripheral processing cues.
The means and standard deviations are presented in Table 2. Tukey HSD post-hoc comparisons
between groups reveal that for both central processing and peripheral processing, the violent
ideological groups were significantly different from both the non-ideological and the non-
violent, ideological groups (p <. 01) but that the non-ideological and the non-violent, ideological
groups did not differ from one another on either central (p =.09) or peripheral cues (p = .96).
These results support H2b but are not consistent with H2a. The significant positive correlation
between central and peripheral cues seen in Table 1 suggests the two types of cues are operating
in a similar manner rather than in opposite ways. Further, a series of paired samples t-test for
each group type were all significant at the p < .01 level which suggests that the means found in
Table 1, showing higher means for central compared to peripheral processing for each group
type, were significantly different from one another. Each type of group used more central cues
than peripheral cues in their messages.

H3 predicted that websites produced by violent ideological groups will use fewer
credibility tactics (e.g., site credibility and structural credibility) than those from non-violent
ideological groups or non-ideological groups. There were significant differences between the

groups on the site credibility scale, F (2, 95) = 53.06, p <.001, n?= .53, and the structural
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credibility scales, F (2, 95) = 21.37, p <.001, n?=.31. The means and standard deviations are
presented in Table 2. Tukey HSD post-hoc comparisons between groups reveal that for both
credibility measures, the violent ideological group was significantly different from both the non-
ideological and the non-violent, ideological groups (p <. 01). The non-ideological and the non-
violent, ideological groups also differed from one another on site credibility (p <. 01) but not on
structural credibility (p = .67). These results support H3.

For fear appeals (H5), we examined the text and images that were meant to incite fear
and found significant differences between the groups, F (2, 95) = 28.32, p <.001, 1?=.37. The
means and standard deviations are presented in Table 2. Tukey HSD post-hoc comparisons
between groups reveal that all three group types were significantly different from one another (p
<. 01). These results support H5.

H6 predicted that the violent ideological group would have lower website interactivity than
non-violent ideological groups or non-ideological groups. There were significant differences
between the groups for synchronicity, F (2, 95) =5.41, p = .006, n* = .10, active control, F (2,
95) = 7.20, p =.001, n?= .13, but not for two-way communication, F (2, 95) =2.06, p =.13. The
means and standard deviations are presented in Table 2. Tukey HSD post-hoc comparisons
between groups reveal that for both synchronicity and active control, the violent ideological
groups were significantly different from both the non-ideological and the non-violent,
ideological groups (p <. 05) but that the non-ideological and the non-violent, ideological groups
did not differ from one another on either synchronicity (p = .76) or active control (p =.83). The
results are consistent with H6.

Discussion
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The purpose of this research has been to explore the Internet-based influence strategies
used by ideological, violent ideological and non-ideological groups as well as the perceived
credibility, and interactivity of their websites. Using the ELM (Petty & Cacioppo, 1986) as a
theoretical frame, websites from various groups, both ideologically and non-ideologically-based,
were selected and systematically coded for the communicative content of their websites.
Differences between groups that espouse violent and non-violent ideologies were also explored.
A novel contribution of this approach is to also compare the violent and non-violent ideological
groups to non-ideological groups which have rarely been studied before (see Byrne et al. 2013
for a notable exception).

Overall, the results indicate the strategies used by these groups to persuade and enhance
perceptions of credibility differed significantly based on the orientation of the group. Although
the websites from all three of the group types relied on central cues more than peripheral cues,
violent ideological groups were perceived as less credible, used the highest quantity of fear
appeals and were rated lowest, overall, on website interactivity compared to non-violent
ideological and non-ideological groups’ websites.

The violent ideological groups studied here exist on the fringes of society and espouse a
message that violates generally accepted attitudes and behaviors. Even if a potential message
receiver agreed with some part of a message (i.e. that abortion is morally wrong), the
insinuations of violence and use of fear tactics likely suggest to most rational viewers that the
group is far too extreme in their beliefs to be considered a credible authority on the subject.
Moreover, related research has demonstrated that messages perceived to communicate too high a
level of fear could result in message rejection, leading to, among other outcomes, source

derogation (c.f. Witte, 1992, 1994). In this case, source derogation probably manifested in
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decreased perceptions of credibility, especially in the site credibility ratings. However, even
more objective ratings of credibility such as the organization of the site and the presence or
absence of a privacy policy in the structural credibility ratings revealed lower credibility for the
violent groups compared to their non-violent groups suggesting that the websites created by
these fringe elements are lacking credibility on a variety of metrics.

Related to perceived credibility are the ratings of interactivity. Here again, the notion that
violent groups exist on the fringes of society provides a likely explanation as to why their
websites were consistently rated as less interactive. Virtually anyone can register a domain name
and publish a website and some research has suggested that even extreme groups can develop
technologically sophisticated websites with multimedia content (Qin, Zhou, & Chen, 2011).
However, developing a user-friendly, interactive website which has the ability to communicate
effectively to a diverse audience requires that the group backing the website desires interactivity
as a goal. Consistent with the findings of others in this area who found that violent groups have
more strict controls over online membership (Byrne, et al., 2013), the less interactive websites
might reflect a desire on the part of the extremist groups to have tight control over their content
and who can comment on it or communicate with the group. One unfortunate implication of this
is that more prominent violent ideological groups that possess sufficient resources to develop
interactive websites could improve their credibility. More research is needed to examine this
issue.

Regarding the use of central and peripheral persuasive cues, we found that violent ideological
groups would use fewer centrally based cues than non-violent ideological and non-ideological
groups. Unexpectedly, the analysis also revealed that violent ideological groups used the fewest

peripheral cues in their attempts to persuade and bolster credibility. All three of the group types
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used fewer peripheral than central cues. This finding is interesting because the ELM
recommends the use of either the central or peripheral route to achieve successful persuasive
outcomes, whereas here, the violent ideological groups in question used the fewest amount of
both types of persuasive cues. Although it is unknown whether or not content developers for any
of the groups have formal training in persuasive message design, and thus would have little to no
knowledge of the ELM or other persuasion theories, the pattern evident here that demonstrates
that all groups are using central cues more than peripheral ones is cause for further analysis.

The consistency with which violent groups were found to use the fewest amount of both
central and peripherally based cues suggests that these groups may feel their message is
universal, or possesses some transcendent quality that does not require persuasive tactics to
engender acceptance. Rather, it appears that these groups function as if their ideology need only
be disseminated to an audience, and that those receiving the message will internalize and accept
their truth, based on their messages. Recall that ideological groups are those that function from a
rigid mental model, which frames their view of the world. If these violent groups are convinced
that their message is grounded in truth, they may also believe that crafting a persuasive message
is unnecessary and does not need to be interactive in order to be effective.

That the violent groups were also perceived as the least credible by the coders is further
evidence that they may believe in the transcendence of their messages. If the group members
believe their message is based in universal truth, then the content on their websites should
consistently support their construction of the world and its events. When violence is part and
parcel to the ideology, the resulting messages are sure to fall outside of the generally acceptable
attitudes and behaviors of society. Since these groups use significantly fewer persuasive cues,

their intentions may be to speak to an audience that is already, to some degree, sympathetic to
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their message and beliefs. Thus, in accordance with the results presented here, a viewer whose
beliefs are not as extreme as those of the group would likely perceive their message as less
credible and is also unlikely to be persuaded. Further research is required to examine this
dynamic, but the results indicate violent groups present a message that is consistently different in
form and function from both their non-violent ideological counterparts and non-ideological
groups. If violent groups are speaking to audiences that already agree with the message, the
group is likely already perceived as credible and there is no need to focus on persuasion of what
they see as self-evident truths.

Finally, the results from H6 support the observation that websites produced by violent
ideological groups are artifacts of organizations with little interest in creating a dialogue with
their audience; violent ideological groups were rated significantly lower on measures of two-way
communication, synchronicity and active control. These variables were served as indications of
the level of two-way communication possible with the group, how quickly the website appears to
process information and how much control over the experience the user perceives when on the
site. Features such as these are directly related to the sophistication and interactivity of the
website, both of which require resources in the form of either advanced programming knowledge
or the financial ability to pay for such services (Green & Pearson, 2011; Lewis, Williams,
Neighbors, Jakicic, & Marcus, 2010). Extreme groups who do have the financial backing to
develop sophisticated websites are nonetheless choosing to make their sites less interactive.

Another possibility for the violent ideological groups’ comparatively lower levels of
perceived interactivity is that these groups may wish to restrict the amount of information
available to the general population. While these groups maintain a web presence for various

purposes, their violent tendencies may cause them to restrict the amount of information available
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to unvetted users by purposefully creating a website with limited interactivity. While this
strategy may be useful in protecting the groups from outside interference, it may undercut the
purpose of maintaining a website in the first place.
Limitations

This study was a first look at a large number of websites from organizations with various
ideological orientations but is not without its limitations. For example, we did not control for the
size, age, or location of the organizations or the type of organization (i.e. religious,
environmental, social, etc.). We were limited to the information provided by the organizations on
their websites and not all organizations gave information on their websites about the size of their
group, how long they had been in existence, or where they were physically located. Future
researchers might want to do additional research on these organizations to see if the
sophistication of the websites is linked to the size of their membership or other variables.
Because our coders were English language speakers, we also included only English language
websites even though we attempted to include websites with international roots rather than just
U.S. based organizations. Other researchers should examine the extremist websites in other
languages, not only those available in English. Finally, we used coders who were trained to make
objective ratings of credibility features of the websites but the coders may have been affected
differently than real viewers of the website would have been. Future research could examine the
naturalistic reactions of audiences who are vulnerable to the influence of ideological groups
(Thoroughgood, Padilla, Hunter, & Tate, 2012) or even experimentally manipulate the credibility
features of violent and non-violent website messages to evaluate the reactions to them by naive
viewers. In addition, many of the websites from groups known to advocate violent acts did not

do so specifically on their public websites. Research examining the websites of terrorist groups
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or others who do advocate violence more openly might offer more insight into those groups than
our study has offered.
Conclusion

The findings presented fill an important void in the current literature on the powerful nature
of on-line communication. As websites become richer and more accessible, understanding how
groups represent themselves and disseminate their messages will become increasingly important.
As the results of this study demonstrate, violent ideological groups differ from non-violent
ideological and non-ideological groups in more than just their worldview. The increased use of
fear and the decreased use of interactivity of the violent groups suggest they have different
persuasive purposes and are using different forms of persuasive messages than the non-violent
groups. We hope that this research examining the differences in their public messages will spur
future researchers to examine in more depth how these groups function in society, how they
recruit new members, and perhaps most importantly, how their violent actions can be prevented

before they happen.
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Table 1. Website Classification Results

(a) Violent Ideological Groups*
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1.

N

No gk w

8.
9

10.
11.
12.

13.
14.
15.
16.
17.

Aggressive Christianity Missionary
Training Corp (ACMTC)
Americans for Truth About
Homosexuality

Animal Liberation Front (ALF)
Army of God (AOG)

Aryan Nations

Creativity Movement
Heterosexuals Organized for a Moral
Environment (HOME)

Klu Klux Klan (KKK)

League of the South

National Democratic Front
National Socialist Movement
People for the Ethical Treatment of
Animals (PETA)

Sovereign Citizens

The Barnes Review (TBR)

The Imperial Klans of America
United for a Sovereign America (USA)
Volksfront

18.
19.
20.
21.
22.

23.
24,
25.
26.
27.

28.
29.
30.

31.
32.

Alpha 66

Anarchist Federation

Earth Liberation Front

English Defence League (EDL)
Ezzdeden Al-Qassam Brigade
(Hamas)

Institute for Historical Review
Jewish Defense League (JDL)
Kingdom Identity Ministries
National Alliance

National Association for the
Advancement of White People
(NAAWP)

Operation Rescue

Power of Prophecy

Prairie Fire Organizing
Committee

Westboro Baptist Church (WBC)
Negotiation is over (NO)

(b) Nonviolent Ideological Groups

wCoNUk~wWNE

Americans United

Center for Bioethical Reform (CBR)
Christian Exodus

Friends of the Earth

Hadassah

Independent American Party

Libertarian Party

Mormon Church

National Association for the Advancement
of Colored People (NAACP)

. National Organization for Women

. One Campaign

. Pro-Life Action League

. Tea Party Nation

. The Family International

. The American Cause

. United Methodist Church

. United Pentecostal Church International

20.
21.

22.
23.
24.
25.
26.

217.

28.
29.

30.
31.
32.

American Baptist Church
American Civil Liberties Union
(ACLU)

Coalition to Stop Gun Violence
Coffee Party

Council of Conservative Citizens
Earth First

Freedom from Religion
Foundation

Federation for American
Immigration Reform (FAIR)
Islami City

Islamic Society of North
America

Jewish Voice for Peace (JVP)
John Birch Society

National Coalition for Men
(NDFM)
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http://www.umc.org/site/c.lwL4KnN1LtH/b.1353935/k.4713/Our_mission_is_to_make_disciples_of_Jesus_Christ_for_the_transformation_of_the_world.htm
http://www.isna.net/
http://www.isna.net/
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18. Unitarian Universalist Association of 33. National Rifle Association
Congregations (NRA)

19. United States Conference of Catholic 34. No H8 Campaign
Bishops 35. Sierra Club

36. Socialist Party USA

(c)Non-ideological Groups

1. American Association of Retired Persons 22. American Astronomical Society
(AARP) 23. American Botanical Council

2. Amateur Entomologists’ Society 24. American Cancer Society

3. American Heart Association 25. American Diabetes Association

4. American Red Cross 26. American Fisheries Society

5. American Trucking Association 27. American Meteorological

6. Amnesty International Society

7. Asian American Arts Alliance 28. American Sewing Guild

8. Association of Woodworking and 29. Doctors without Borders
Furnishings Suppliers 30. Habitat for Humanity

9. Atomic Age Alliance 31. Jenny Craig

10. Big Brothers/Big Sisters of America 32. Mensa

11. British Beatles’ Fan Club 33. Mustang Club

12. Children and Adults with Attention 34. National Association for
Deficit/Hyperactivity Disorder (CHADD) Amateur Radio

13. Lions Club 35. National Association of

14. National Association of Miniature Rocketry
Enthusiasts 36. National Association for the

15. National Street Rod Association Self-Employed

16. Society of Professional Journalists 37. Photographic Society of

17. Shriners International America

18. Special Olympics

19. Teamsters (Union)

20. US Tennis Association

21. Yellow Ribbon Club
*1t is not recommended to visit violent, ideological group websites without extensive virus protection software ¢
service enabled on your computer
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Table 2. Intercorrelations for Credibility, Processing, and Website Interactivity Variables

1 2 3 4 5 6 7
1 Site Credibility -
2 Structural Credibility TT** -
3 Two-way communication 29**%  37r* -
4 Active Control A5F* AQFR AQF* -
5 Synchronicity A5 14 .09 18 -
6 Central Processing .60**  58**  26**  31** -.05 -
7 Peripheral Processing .68**  .66**  27** . 28** .07 A43** -
8 Fear Appeals -46*%* -33** -08 -.19 -.30** .04 -.01

Note. N=105*= p<.05 *=p<.01
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Table 3. Means, Standard Deviations, and Cell Sizes of Credibility and Persuasion Variables

) Non-Violent,
Non-Ideological ) ] )
Ideological Violent, ldeological

M SD N M SD N M SO N
Credibility
Site Credibility 3.90 0.60 37 348 070 36 2.33 059 32
Structural Credibility  2.65 0.41 37 259 0.37 36 203 043 32
Persuasion
Peripheral Processing 2.86 0.70 37 285 0.61 36 239 055 32
Central Processing 329 081 37 3.77 0.78 36 3.30 0.90 32
Fear Appeals 136 053 37 195 079 36 259 0.69 32
Website Interactivity
Two-way communicatior 5.03 1.18 37 517 112 35 460 114 31
Active Control 6.12 053 37 6.06 0.61 36 561 0.63 32

Synchronicity 5.96 0.60 37 573 1.00 36 534 096 32
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Figure 1. Mean differences between group types on fear messages used.
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Figure 2a and Figure 2b. Mean differences between groups on peripheral and central
processing cues.
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